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Cascade Funding Call#1 Awardee 

MJR1-563 

Project Acronym: DEFUSE 
Project Title: Defence Fusion Engine — Secure AI-Driven Inspection Data Fusion and 
Decision Support for Distributed Defence Maintenance 

Abstract 
DEFUSE will develop a secure, AI-enabled data fusion and decision-support platform that 
converts drone-collected inspection data into actionable maintenance intelligence for 
defence platforms operating across air, sea, and land domains. 
Today, defence maintenance teams collect inspection data using multiple methods — 
visual surveys, thermal scans, drone imagery — but this data remains fragmented across 
disconnected systems. Maintenance planners must manually cross-reference sources to 
assess whether a detected anomaly requires repair, continued monitoring, or component 
replacement. This process is slow, inconsistent, and lacks the security and auditability that 
defence operations demand. 
DEFUSE addresses this gap through a three-layer architecture. First, an AI-driven 
inspection layer uses enterprise drone platforms equipped with thermal and visual 
sensors to detect and classify structural anomalies in real-time at the edge, significantly 
reducing data transmission requirements in bandwidth-constrained field environments. 
Second, a secure data fusion engine correlates drone-detected anomalies with historical 
maintenance records and environmental exposure data at the same geolocated 
structural zone, producing a unified health timeline per asset with full time-
synchronisation and source attribution. Third, a decision-support dashboard presents 
severity-scored, auditable maintenance recommendations — from routine monitoring to 
urgent replacement — enabling fleet-wide prioritisation of maintenance actions. 
The entire data chain is secured with encryption in transit and at rest, role-based access 
control, tamper-evident audit logging, and an offline-capable architecture designed for 
distributed military environments with intermittent connectivity. 
DEFUSE will be validated over six months through field demonstrations using operational 
drone assets at representative infrastructure sites, delivering quantified performance 
metrics and a complete integration blueprint for adoption by defence maintenance 
organisations across Europe.
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Company description 
Vanguard Risk Management is an established security and asset integrity services 
company headquartered in Athens, Greece, with over fifteen years of operational 
experience serving clients across Europe and Asia. The company holds ISO 9001 (Quality 
Management), ISO 27001 (Information Security), and ISO 45001 (Occupational Health and 
Safety) certifications. Vanguard operates enterprise-grade unmanned aerial vehicle 
platforms for inspection, surveillance, and monitoring in demanding industrial and 
maritime environments. Its drone fleet is equipped with thermal radiometric cameras, 
high-resolution optical zoom, and laser rangefinders, enabling detailed structural 
assessments of critical infrastructure assets. The company holds EASA and Hellenic Civil 
Aviation Authority operational authorisations under the specific category, supporting 
complex missions in controlled and sensitive airspace. Beyond aerial inspection, 
Vanguard provides integrated security and monitoring solutions combining advanced 
video analytics, sensor networks, and secure data management systems. The company 
has demonstrated expertise in real-time multi-source data fusion — correlating inputs 
from surveillance cameras, drone telemetry, and environmental sensors into unified 
operational dashboards using industry-standard protocols. Vanguard maintains a strong 
focus on data security, implementing encryption, access control, audit logging, and time-
synchronised data pipelines across its operations. This security-first approach has been 
validated through deployments at ISPS-compliant port facilities and major shipyard 
environments, including the Skaramangas Shipyards — one of Greece's principal naval 
repair and maintenance facilities. The company's combination of operational drone 
capability, multi-source data integration experience, and proven secure data handling 
practices positions it to contribute meaningfully to the digitalisation of defence 
maintenance workflows. 
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